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Evidence-based Development: how to reduce risk, 
improve quality and ensure compliance 

Abstract 

This paper presents Evidence-based Development (EbD), a confidence-based approach to 
progressive system assurance that is closely integrated with the development process. 

EbD draws inspiration from requirements management, from risk management, and from the 
claim-evidence-argument paradigm – well known in the safety engineering domain – whose ideas 
we extend from safety to the broader concept of system fitness-for-purpose.  

EbD provides an evidential backbone for assurance. It establishes assurance as a progressive 
activity starting from the very outset of the system lifecycle. Evidence is accumulated where 
confidence is most lacking, beginning with design verification in the earliest stages of 
development, through to design fulfilment from test results in the later stages. It caters for 
assurance and compliance evidence arising in many different forms from diverse sources and 
approaches throughout the lifecycle. 

As an example of its application, the paper summarises how EbD can be applied to the 
certification of systems to RTCA/DO-178B. It argues that EbD has features that address particular 
parts of this standard in new ways. 

By making assurance an integral part of system development, EbD promises a range of benefits, 
including reduction in life-cycle costs and risks for systems in which a major concern is high 
integrity or compliance to regulation. 

 
 

Introduction 
Developers of complex systems are frequently 
required – by statute, regulation, standards and 
customers – to provide evidence that their 
products are fit for purpose. Even before a 
product is built, developers may be required to 
supply design justifications, compliance 
statements or safety cases for review and sign-off 
as part of the development process. While the 
system is being built and tested, it may be 
necessary to gather and present further 
compliance evidence. And while in operation, 
evidence for the correct functioning of the system 
may be required. The effect is to accumulate a 
growing body of evidence for the correctness, 
compliance and safety of a system throughout its 
development life-cycle. 

The concern with accumulating evidence is 
particularly relevant to the challenges involved in 
validating high integrity systems and hence 
achieving certification against standards such as 
DO-178B for avionics or obtaining Premarket 
Approval (PMA) for medical devices. To meet 
these challenges, frameworks, processes and 
tools are required that help coordinate and 

organise the collation, review and publication of 
validation and certification evidence. Evidence-
based Development (EbD®) aims to meet to this 
challenge. 

System safety is one area in which techniques, 
notations and tools have been deployed for the 
construction of safety cases.  EbD differs in two 
key respects: it applies the same degree of rigour 
to concerns other than safety, and it strongly 
connects the development of an assurance case 
with the development of the system itself. 

EbD is an approach to systems and software 
development that delivers progressively 
increasing confidence in the validity of 
development artefacts. As confidence increases, 
risk is reduced and quality becomes assured.  The 
essence of EbD is to capture a growing body of 
evidence for the correctness of the system in all 
pertinent aspects: function, performance, safety, 
reliability, etc. The progressive assurance starts 
from the earliest possible stages with rationale 
associated with the verification of design against 
requirements, through to the fulfilment of the 
design as evidenced by the associated test 
results. It is a uniform approach to argued 
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verification and validation that is fully integrated 
with the development process, ensuring that the 
assurance case is developed in parallel with 
development. In this way, system assurance is not 
a separate activity carried out by a separate team, 
but is performed by the developers (who are the 
best informed) and brings immediate benefit to 
the developers in terms of better understanding, 
greater confidence and improved ability to 
manage change. 

Assurance Cases 
The core objectives of system assurance are to 
build confidence and to reduce risk. Assurance is 
typically concerned with whether: 

 emergent technical solutions will satisfy their 
requirements; 

 these solutions are derived from controlled, 
appropriate and effective processes; 

 deployed systems will be fit for purpose. 

To this end, assurance is interested in answers to 
the following kinds of question: 

 Are our requirements complete and correct? 
(requirements validation) 

 Do our designs discharge our requirements? 
(design verification) 

 Do implemented systems comply with 
designs? (system verification) 

 Are our processes appropriate and effective? 
(design assurance) 

 Are deployed systems fit for purpose? 
(system validation and certification) 

Some assurance concerns can be addressed very 
early in the development lifecycle, even before an 
end product has been built. For instance, as soon 
as stakeholder (customer or user) requirements 
exist, validation and verification planning can 
begin, and evidence relating to the selected 
verification techniques can be collected. 

The emphasis of assurance changes throughout 
the lifecycle. Initially, the focus is on design 
intent; in other words, arguments are constructed 
relating to the intent of the design as expressed 
in terms of requirements and specifications. This 
enables an assurance case to be developed and 
reviewed early in the life-cycle, building 
confidence in the design approach. The kind of 
evidence collected at this stage is typically based 
on analysis, modelling and analogy. Later in the 
life-cycle, when systems have been built and 
testing can begin, the focus is on design 
fulfilment, building confidence that the 
requirements have been met. Here the kind of 
evidence collected typically comes from 

measured test results and inspections, 
supplemented as necessary by further analysis to 
argue the case for acceptance in the light of 
these test results. 

Requirements Management 
The ability to construct an assurance case 
depends crucially on how the artefacts of 
development are managed and traced. 
Development artefacts in this discussion include 
statements of requirement, specifications, tests 
and designs. As development proceeds, artefacts 
are created, and the relationships between them 
are traced. 

For the purposes of illustration, we review here 
some fundamentals of requirements management 
that address these issues. Two topics are 
covered: expressing requirements and tracing 
requirements. 

Expressing Requirements 

Requirements management is the discipline of 
eliciting, expressing, satisfying, verifying, tracing, 
evolving and reusing requirements. In managing 
requirements (and other development artefacts), 
the significant focus is on the individual 
statements of requirement and the processes 
they engage in rather than on the documents that 
contain them. In particular, the ability to trace 
requirements depends first on being able to write 
traceable statements. For this reason, the way in 
which those requirements are expressed is 
crucial. 

Here are some qualities that are typically cited as 
desirable in the way a statement of requirement is 
expressed: 

 singular: each statement is a single traceable 
element; 

 identified: each statement is uniquely 
identified; 

 understandable: each statement is clear and 
precise; 

 unbiased: does not impose a solution on the 
next layer; 

 quantified: each statement has acceptance 
criteria; 

 testable: each statement can be validated / 
verified; 

 traced: to satisfying requirements and 
qualifying tests. 

Expressing requirements in this way allows each 
to be managed, and development processes – 
including assurance – to be strongly connected to 
the principal objectives of the product. 
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Tracing Requirements 

Requirements tracing is a means of recording 
relationships between development artefacts to 
enable various forms of analysis, including impact 
assessment. There are many kinds of relationship 
that are useful to capture, such as the satisfaction 
of one layer of requirements by another, the 
verification relationship between planned tests 
and requirements, relationships between risks 
and other artefacts, and so on. 

Figure 1 shows an example of tracing a user 
requirement through the satisfaction relationship 
to four system-level functional requirements. 
Figure 2 shows tracing through the verification 
relationship to show which acceptance tests are 
associated with the same requirement. 

Artefacts should be traced as they are developed, 
because that is when the developers know why 
the relationship is pertinent. In this way, creating 
the tracing is a very small overhead on the 
development process, and the benefits outweigh 
the extra work. 

The benefits of tracing are immediate as well as 
longer term. In the immediate, the discipline of 
capturing tracing and the associated arguments 
engenders greater reflection on the part of the 
developer, in turn improving the design and 
confidence in its validity. In the longer term, the 
record of the relationships and rationale will pay 
dividends in assessing the impact of change 
when external or internal pressures cause the 
design to evolve, and will provide the evidence 
to underpin an assurance or compliance case. 
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Rich Traceability 
Associated with each traced relationship, such as 
those shown above, is an implicit claim. In the 
case of Figure 1, the claim is that, if the functional 
requirements are satisfied, then so is the user 
requirement. For Figure 2, the claim is that, if the 
planned tests show positive results, then we can 
be confident that the requirement has been met. 

Rich traceability articulates this implicit claim in 
the form of an explicit argument. The nature of 
the argument depends on the relationship and on 
the stage of development.  

Figure 1 shows the satisfaction argument as a 
rounded box on the relationship. Since the 
satisfaction argument is not a statement of 
requirement, it is expressed in a different style of 
language. In this case, it starts with the phrase 
“This requirement is satisfied by …”. 

Figure 2 shows a verification argument associated 
with the traced relationships from the 
requirements to the planned tests. Here the 
argument begins with the words “This 
requirement is verified by …”. 

An additional immediate benefit of capturing 
these arguments is that it exposes the design 
rationale to peer review. Not only can the 
requirements be reviewed at various levels, but 
the relationships between them as well. When 
reviewing a satisfaction argument, there are two 
key considerations relative to the implicit claim: 

 Sufficiency: is the set of lower requirements 
sufficient to satisfy the top one? 

 Necessity: is each of the lower requirements 
necessary to satisfy the top one? 

Likewise, when reviewing verification arguments, 
consider the corresponding considerations: 

 Adequacy: is the set of planned tests 
adequate to verify the requirement? 

 Necessity: is each of the planned tests 
necessary to verify the requirement? 

Supporting Information 
The satisfaction, verification or other arguments 
are also the hub against which supporting 
information can be collected. Arguments are 
supported by evidence, assumptions and other 
contextual information. Figure 3 shows another 
example of a satisfaction argument with reference 
to an assumption and a prototyping activity. 

When reviewing supporting information, the 
following should be considered: 

 Appropriateness: is the evidence being 
presented appropriate to the kind of 
argument presented? 

 Relevance: is the evidence pertinent to the 
argument? 

User Requirement

The operator shall be able to select a new 
operating mode only if it represents a valid 
transition from the current operating mode

Satisfaction Argument

Prototyping shows that the user experience is 
improved by showing all possible states, 
indicating the current state and indicating the 
next possible states, so long as there are no 
more than 15 possible states

Functional Requirement

The HCI will present a button for each of the 
possible operating modes

Functional Requirement

The HCI will indicate the current operating 
mode

Functional Requirement

The HCI will indicate which of the operating 
modes are reachable by valid transition from 
the current mode

Functional Requirement

The HCI will switch operating modes when a 
button for a new reachable mode is pressed

Figure 3 : Referencing supporting information

HCI prototype 
ref H56a v1

Assume that 
there are fewer 
than 15 states
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The W-Model 
To illustrate further the shifting focus of 
assurance, consider an extension of the classic 
“V-model” shown in Figure 4, referred to as the 
“W-model”. An axis is added that covers the 
planning and design of tests against 
requirements specifications and designs. The 
rounded boxes are activities, the rectangles 
products of those activities, and the thick arrows 
represent tracing between artefacts, i.e. which 
specification components satisfy which 
requirements, which tests cover which 
requirements, etc. 

The three axes represent significant phases of 
development: 

 Analysis phase:  elicitation and development 
of requirements and validation of 
requirements with customer; 

 Qualification planning phase:  planning of 
tests, assessments, analysis and other 
qualification activities to demonstrate 
requirements achievement; 

 Qualification phase: collation and analysis of 
qualification evidence from test results and 
other activities. 

 

Associated with the axes are the thick green 
arrows that represent tracing relationships. Using 
rich traceability against each artefact, these 
relationships are the focus for three phases of 
assurance, summarised in Table 1. 

Through consistent application of rich traceability 
during these phases, an assurance case is 
produced progressively, giving growing 
confidence in the system being developed, thus 
inherently reducing risk and improving quality. 
Figure 5 shows a complete assurance case 
associated with an individual user requirement – 
the one shown in the top left corner. As the 
system is designed, the arguments for satisfaction 
and verification are developed in parallel down 
the left-hand side; then, as the system is built and 
tested, the fulfilment arguments are provided. 
The complete case for the requirement finally 
consists of the connected set of artefacts, 
arguments and referenced evidence. 

Practical Concerns 
Developing arguments and collecting supporting 
evidence requires time and expertise. The 
unconsidered application of an approach such as 
EbD against every development artefact may 
raise costs above the level of benefit. Here we 
consider two aspects that address these 
concerns. 

Establishing Confidence 

One approach to determining which artefacts 
warrant the additional effort required to develop 
arguments and collect evidence is to make a 
confidence assessment against each claim 
associated with an artefact. For instance, 
requirements differ widely in terms of their 
criticality and the level of assurance risk they 
present. Some may be in familiar territory for the 
discipline or development team, while others are 
novel or known to be problematic. EbD is then 
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applied systematically in measures commensurate 
with the need to raise confidence. 

Much the same approach is applied in risk 
management. Risks are assessed for inherent 
magnitude, and controls put in place to reduce 

the likelihood or impact of a risk where necessary. 
Mitigations are assessed for residual risk.  

Using this approach, EbD is focused on raising 
confidence rather than on absolute assurance, 
and effort is expended where most benefit will be 
accrued. 

 

Stage Claim Argument Evidence 

Design intent Achievement of 
supporting 
requirements will cause 
this requirement to be 
satisfied 

Satisfaction argument 
about the sufficiency 
and necessity of the 
design 

Traceability to lower 
level requirements 

References to analysis 
and modelling (design, 
cost-benefit analyses, 
etc) 

Qualification intent Planned qualification 
will deliver sufficient 
confidence that the 
requirement has been 
achieved 

Verification argument 
about the adequacy and 
necessity of the planned 
tests 

Traceability to 
supporting tests 

References to analysis 
and modelling (test 
coverage, test 
adequacy, etc) 

Fulfilment Result of qualification 
activities gives sufficient 
confidence that the 
requirement has been 
achieved 

Verification argument 
about why the test 
results show that the 
requirement has been 
met 

Test and qualification 
results 

References to test result 
analyses 

Table 1 : Stages of assurance 
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Reusing Argument Structures 

When repeatedly developing systems in a 
particular domain, the same argument structures 
will reappear again and again. A promising way 
of reducing the cost of creating an assurance case 
is to reuse the structures.  Many of the same 
issues arise here as when reusing software: a very 
careful review of the reused claims and 
arguments has to be carried out, and much of the 
evidence collected afresh in the new context. 

Evidence-based Development 
Evidence-based Development (EbD®) is the 
systematic application the claim-argument-
evidence approach across the W-model. Based 
on rich traceability, it is strongly connected to the 
development process, provides the evidential 
backbone for the system development process, 
and allows a comprehensive assurance and 

compliance case to be created in parallel with 
other engineering activities. 

A Micro-process 

EbD is, in effect, a micro-process that applies 
everywhere a development artefact engages in a 
relationship (satisfaction, verification, or other) 
that requires an argument. The process covers 
the creation of the artefact, followed in parallel by 
the development of the structures relating to the 
relationship, the formulation of the argument, 
collection of the evidence, and identification of 
other supporting information such as issues. 
Finally, the artefact and its associated information 
is reviewed and approved. 

Tool Support for EbD 

Effective tool support is essential for applying 
EbD. Figure 6 shows an example of such a tool: 
Integrate’s TraceLine™ for DOORS.   

 

evidence –
open issues

evidence –
supporting information

item under scrutiny
(e.g. requirement)

stages of argument and 
summary of evidence

design decomposition
(e.g. flow-down of requirements)

Figure 6 : Screenshot of TraceLine™ for DOORS
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TraceLine is an extension to IBM Rational® 
DOORS®.  DOORS is a leading requirements 
management application that can help you 
reduce costs, increase efficiency and improve 
quality by enabling you to optimise requirements 
communication, collaboration and verification – 
throughout your organisation and across your 
supply chain. It can help you capture, link, trace, 
analyse and manage changes to information. So 
it’s easier to make sure that your projects meet 
business goals, satisfy customer needs, and 
address applicable regulations and standards. 
Rational DOORS has been used to manage some 
of the world’s largest projects that in some cases 
have included millions of requirements and 
hundreds of thousands of traceability links – from 
business objectives to component requirements. 

TraceLine provides DOORS users with a powerful 
and intuitive graphical browser that lets you view 
and manage your DOORS information in a rich, 
visual environment. You have uncluttered access 
to the complete set of information you need 
because TraceLine hides information that isn't 
relevant to your current task. With TraceLine, you 
increase user productivity, reduce training needs, 
and provide non-technical staff with easy access 
to your DOORS information. 

TraceLine is easily configured by the user to 
support EbD.  The screenshot in Figure 6 
presents information about a single development 
artefact as follows: 

 Centre-top shows the item under scrutiny 
such as a requirement statement or test 
definition; 

 In the middle are the arguments, tabbed for 
each stage; 

 The lower panel lists the traced items, such as 
contributing requirements or test plans; 

 The side panels show supporting information, 
such as assumptions, issues, and references 
to analysis and modelling. 

The tool allows the user systematically to gather 
information around the artefact, to decompose 
the requirement with supporting satisfaction 
argument and evidence, to plan tests against the 
artefact with supporting verification argument 
and evidence, and to navigate through the 
information model to apply the same process to 
other artefacts. 

Significant is the ability to publish from this tool 
the complete assurance case for a particular layer 
of development. This produces a hyperlinked 
report listing all of the claims, arguments and 
supporting evidence, which can be published 
electronically or on paper for review and sign-off 
purposes. 

An example: Evidence-based 
Development and DO-178B 
DO-178B, “Software Considerations in Airborne 
Systems and Equipment Certification”, provides 
guidelines for the production of software for 
airborne systems and equipment. It aims to assist 
in developing software that performs its intended 
function with a level of confidence in safety that 
complies with airworthiness requirements. The 
standard lists objectives that should be attained 
for 4 software levels based on consequence of 
failure, and contains descriptions of the evidence 
that should be collected to show that the 
objectives have been satisfied. 

The layers of requirements named in DO-178B 
can be expressed in terms of the W-model as 
illustrated in Figure 7, where the stages of 
argumentation are also shown. In particular, there 
are two stages of verification intent, one between 
the requirements and the test case documents, 
and another between the test cases and test 
procedures. 

While EbD applies to systems rather than just 
software, it supplements DO-178B by enforcing 
the collection, review and presentation of 
evidence of intent associated with the 
relationships between these layers of 
requirements. EbD reinforces the following DO-
178B software development and software 
verification steps, and provides evidence that 
these steps have been performed: 

 the system requirements analysis process; 

 the system requirements clarification process; 

 traceability between software high-level 
requirements and system requirements; 

 the derivation of requirements from hazard 
analysis; 

 traceability of software requirements to 
system requirements; 

 that every system requirement allocated to 
software is satisfied by one or more high-level 
software requirements;  

 that every high-level software requirement 
has been developed through the architecture 
into one or more low-level requirements that 
satisfy it. 

EbD also addresses the collection of evidence for 
verification, both at the planning stage (intent) 
and assessment stage (fulfilment). The following 
DO-178B steps are concerned: 

 that every requirement is covered by 
appropriate verification actions 
(requirements-based coverage analysis); and 
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 that those requirements that cannot be 
tested have other justified test actions 
performed on them. 

This suggests that EbD is a beneficial framework 
for supporting DO-178B in general, and has 
features that address particular parts of the 
standard in new ways. 

 

Conclusion 
EbD comprises information structures and 
processes for the collection, organisation, review, 
change and presentation of assurance cases to 
support certification and acceptance of complex 
systems. It also provides guidance to allow 
practitioners to judge the depth of application of 
the approach that brings the most cost benefit in 
a given context. 

The benefit of applying EbD is that confidence in 
the eventual validation and certification of the 
system builds steadily from the beginning of the 
life cycle and that, when certification or 
acceptance is sought, a body of well structured 
and appropriate evidence is easily available.  
Because the arguments and evidence are so 
closely connected to the development activities 
and artefacts, assurance is also integrated with 
change management: impact analysis based on 
tracing also reveals the arguments that need to 
evolve, and the effect of a proposed change in 
the assurance case.  

Systematic adoption of EbD has the potential 
significantly to reduce the life-cycle costs of high 

integrity products and systems by reducing risk, 
improving quality and improving the integrity of 
the certification and acceptance process. 
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